
Page 0

3GPP TSG-SA3 Meeting #114-Ad Hoc-e	S3-240108
Online, , 22nd Jan 2024 - 26th Jan 2024
	CR-Form-v12.2

	CHANGE REQUEST

	

	
	33.527
	CR
	-
	rev
	-
	Current version:
	18.1.0
	

	

	[bookmark: _Hlt497126619]For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	



	

	Title:	
	Removal of note in GVNP lifecyle management

	
	

	Source to WG:
	BSI (DE)

	Source to TSG:
	S3

	
	

	Work item code:
	VNP_SECAM_SCAS, SCAS_5G_Ph3
	
	Date:
	2024-01-12

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)
Rel-19	(Release 19)

	
	

	Reason for change:
	The Note states that the (whole?, not only 3rd purpose?) test case is not applicable when the VNF and VNFM belong to the same vendor.

Furthermore it states that if VNF and VNFM are from the same vendor and the interface between them is proprietary, then the API level authorization is not needed. Being proprietary adds no real security value to the interface. If the interface is exposed, either as an open standard interface or prorietary, the authorization should be tested.

There are certain security requirements associated with the interface between VNF and VNFM (Ve-Vnmf-vnf). Those requirements are to be tested with this test case.
Being from “the same vendor” or being “proprietary” is not a security feature and adds no security value to the interface since the enforcement of the requirements cannot be tested.
If the interface is not exposed, then there is no need to test for the requirements. If the interface is exposed, the requirements need to be tested.
If the interface implementation is proprietary, the vendor shall provide as much and as detailed documentation on the implementation so that the test lab is able to test for the requirements.
Otherwise there would be only “trust the vendor”.


	
	

	Summary of change:
	Removed a note on applicability.
Added pre-conditions to clarify how to handle unexposed or proprietary interfaces.

	
	

	Consequences if not approved:
	If the VNF and VNFM belong to the same vendor the whole test would be skipped, even if there are exposed interfaces.

	
	

	Clauses affected:
	4.2.7.1

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


[bookmark: _Toc138766011][bookmark: _Toc138766132]4.2.7.1	Security functional requirements on GVNP lifecycle management
Requirement Name: GVNP lifecycle management security
Requirement Description:
1) VNF shall authenticate VNFM when VNFM initiates a communication to VNF.
2) VNF shall be able to establish securely protected connection with the VNFM.
3) VNF shall check whether VNFM has been authorized when VNFM access VNF's API.
4) VNF shall log VNFM's management operations for auditing.
NOTE: 	According to the definition in ETSI GS NFV 003 [6], VNFM is responsible for the lifecycle management of VNF. The lifecycle management of VNF is set of functions required to manage the instantiation, maintenance and termination of VNF. The GVNP of type 1 is 3GPP VNF. A 3GPP VNF lifecycle management begins when the 3GPP VNF is instantiated by a VNFM after the 3GPP VNF package is delivered to the operator and uploaded to NFVO. It is different terminology with the product lifecycle management process in clause 6 that includes set of functions required to manage first commercial introduction, update, minor release, major release, end of life. 
Threat Reference: Threats on interface between 3GPP VNF and VNFM, in clause 5.3.2.3 of TR 33.927 [3].
Test case: 
Test Name: TC_LIFECYCLE MANAGEMENT SECURITY
Purpose:
1. To test the VNF authenticates VNFM when VNFM initiates a communication to VNF. 
2. To test the VNF establishes secure connection with the VNFM after successful authentication.
3. To test the VNF check whether VNFM has been authorized when VNFM access to VNF's API.
4. To check whether VNF logs the lifecycle management operations from VNFM.
NOTE: 	This test case is not applicable when the VNF and VNFM belongs to the same VNF vendor. If the VNF and VNFM belongs to the same VNF vendor and the interface between VNF and VNFM is proprietary interface, the API level authorization is not needed.
Procedure and execution steps:
Pre-Condition:
1. 	There is a VNFM (or simulated VNFM) in the test environment. 
2. 	The VNF vendor's document describes how VNF authenticates/authorizes VNFM. 
3. 	If the interface between VNF and VNFM is not exposed and not accessible, execution steps 1-5 are not applicable.
4. 	If the interface between VNF and VNFM is proprietary, the vendor provides as much and as detailed information on the interface implementation so that the tester is able to verify the interfaces security requirements.
Execution Steps:
Execute the following steps:
1. The tester triggers the establishment of communication between the VNF and the VNFM.
2. The tester captures the communication between the VNF and the VNFM using a tool (e.g. wireshark).
3. The tester checks whether the VNF authenticates the VNFM or not according to the mechanism described in the vendor's document. For example, the VNF can use HTTPS to communicate with the VNFM, the VNF uses VNFM's certificate for authentication. 
4. The tester checks whether the VNF establishes secure connection with the VNFM after successful authentication. For example, a TLS connection is established after the VNF successfully authenticates the VNFM. 
5. The tester using the VNFM to access the VNF's API and checks whether the VNF authorizes the VNFM or not according to the mechanism described in the vendor's document. For example, VNF can use OAuth2.0 to authorize the VNFM. The VNF uses VNFM's token for authorization. 
6. The tester checks whether the VNF logs the operations from VNFM or not.
Expected Results:
1. Secure communication is established between VNF and VNFM with integrity and confidentiality protection.
2. The VNFM successfully accesses the VNF's API.
3. The VNF logs the operations from VNFM.
Expected format of evidence:
1. Pcap traces contain the authentication and authorization processes.
2. Screenshot contains the logs.


